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Introduction

Russia's threats against the Baltic region
demonstrate that its strategy extends beyond
conventional military force to a coordinated
command-and-control  (C2) approach that
integrates military, cyber, information, and
intelligence capabilities. Through this multi-
domain strategy, Moscow seeks to create
strategic ambiguity, slow NATO's decision-making,
and test Alliance cohesion without provoking a
conventional military response. Understanding
how Russia employs its C2 system to synchronize
these capabilities is essential to assessing
the threat it poses to NATO's eastern flank.
Strengthening NATO’s resilience will therefore
require not only implementing the Alliance’s
Readiness Plan but also enhancing integrated C2
processes that enable faster decision-making,
improved coordination, and more effective
responses to Russia’s evolving multi-domain
operations.’

Russia’s Multi-Domain Pressure on NATO

Russia’s full-scale invasion of Ukraine marked
a significant challenge to the post-Cold War
European security architecture and underscored
the Kremlin's willingness to employ military
force in pursuit of its strategic objectives. While
the war in Ukraine remains Russia's primary
military effort, Moscow has continued to engage

in activities intended to test NATQO’s cohesion,
readiness, and capacity for collective decision-
making. Within this broader strategic context, the
Baltic region occupies a central position because
of its geographic proximity to Russia, strategic
importance to the alliance, and perceived
vulnerability to coercive measures below the
threshold of conventional war. Russian military
posturing, cyberattacks, information operations,
and other forms of hybrid activity collectively serve
to probe NATQO’s C2 mechanisms and political
resolve while increasing pressure on Estonia,
Latvia, and Lithuania across multiple domains.

By operating in the “gray zone,” Russia seeks to
generate strategic ambiguity that complicates
NATO’s political and military decision-making
while reducing the likelihood that its actions will
trigger a unified allied response or escalate into
open conflict with the alliance.

Russia’s influence operations against NATO
have been far reaching. America’s civilian cyber
defense agency reported that Russian hackers
conduct serious cyberattacks on NATO Critical
Infrastructure.? Russian GPS spoofing attacks
have diverted Ukrainian drones to NATO territory,
forcing Lithuania to shelter its capital after a
runaway drone appeared in Vilnius™® airspace.
Most recently, while NATO members met in
Ankara, Russia held naval exercises in the Baltic
Sea, aiming to increase tension levels.*

1 NATO, NATO Standardization Office, “NATO Standard AJP-10 Allied Joint Doctrine for Strategic Communications,” March 2023. (https://mpsotc.
army.gr/wp-content/uploads/2025/07/AJP-10-Strategic-Communications_March-23-1.pdf)

2 U.S. National Coordinator of Protection of Critical Infrastructure Security and Resilience, “Pro-Russia Hacktivists Conduct Opportunistic Attacks
Against US and Global Critical Infrastructure,” December 18, 2025. (https://www.cisa.gov/news-events/cybersecurity-advisories/aa25-343a)

3 Katie Livingstone, “How Russia is turning Ukraine’s drones against NATO,” DefenseNews, May 29, 2026. (https://www.defensenews.com/global/

europe/2026/05/29/how-russia-is-turning-ukraines-drones-against-nato/)

4 "Russia holds naval drills in Baltic Sea during major NATO exercises,” Reuters, June 9, 2026. (https://www.reuters.com/business/aerospace-
defense/russia-holds-naval-drills-baltic-sea-during-major-nato-exercises-2026-06-09/)

Russian Shahed




In the Baltics, Moscow has an established
history of aggravating NATO. In September
2025, Russia’s drones breached the airspaces
of Poland, Romania, and Estonia.> A month
later, Vilnius repeatedly closed its’ airspace
after detecting Russian balloons.® Additionally,
a suspicious Russian spy plane flying over the
Baltic Sea was intercepted.” In the past weeks,
however, Russian escalation in the Baltics has
dramatically increased. On May 19, the Russian
Foreign Intelligence Service (SVR) accused Latvia
of allowing Ukrainian drone launches from Latvian
territory.®.. The SVR’s public accusation ended
by threating that “NATO membership will not
protect you.” Russian media quickly spread the
SVR's message and reaffirmed that Riga, and by
extension NATO, was initiating escalation.™ Even
more alarmingly, the Danish news agency, DR,
published satellite images of Russia upgrading
existing military bases, deploying troops, and
increasing militarization alongside the Russian-
Baltic border.” Scandinavian officials claim that
Moscow is preparing infrastructure capable of
housing over 100,000 troops, marking the current
threat level as “higher than during the Cold War”."?

On May 25, Putin ratified a law allowing Moscow
to deploy the military to foreign states that
arrested Russian citizens.' Although framed as a

measure to protect Russian nationals abroad, the
law provides the Kremlin with a legal pretext for
military intervention beyond Russia’s borders and
could be used to justify coercive actions under the
guise of protecting its citizens. In June, the Latvian
Constitution Protection Bureau shared a report
stating that Russia is abusing the international
legal system, essentially conducting lawfare
against the Baltic states.’™ The report asserted
that Putin is preparing to sue the Baltic states in
the International Court of Justice for mistreating
Russian citizens in their territories, as a pretext for
invasion.

Germany has stated that Russia may be ready
to invade NATO territory as early as 2029."
In response, the alliance has committed to
strengthening its Eastern border.’® However,
traditional military might is not enough to combat
the Russian threat, as the Kremlin's greatest
strength lies in its ability to conduct information
operations. To effectively counter Moscow's
actions, NATO should understand Russia’s unique
approach to C2 and establish robust offensive and
defensive mechanisms to protect and enhance its
own C2 capabilities.
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Russian Command and Control for Cognitive
Warfare

Russia’s approach to information operations
(10) greatly differs from NATO's comprehension
of traditional C2 structures. Understanding
Moscow’s tactics, techniques, and procedures
is critical to preventing aggressive action and
defending the NATO’s Baltic border.

Consistent with Russia’'s concept of new
generation warfare, military and non-military tools
are integrated to achieve strategic objectives
below the threshold of conventional war. Unlike
in most Western countries 10s are not confined
to periods of armed conflict. Rather, Moscow
continuously shapes the information environment
toinfluence public opinion, undermine adversaries,
and create conditions favorable to Moscow’s
strategic objectives.

Furthermore, the Kremlin's priority for cyber is
not focused on defending domestic networks;
rather, it is a component of a warfare campaign
aimed at undermining NATOQO’s decision-making,
and influencing perception.” When paired
with Russia’'s C2 model, this campaign in the
information space is designed to disorganize its
adversaries’ C2 structure, leaving the adversary
confused and unable to react.’® Russian C2 is
organized as a hierarchy, with priorities being
established at the highest rank of state rule, while
execution is divided by responsibility and assigned
to corresponding agencies."® Specifically, Russian
media organizations disseminate Kremlin-aligned
narratives that can be adapted and amplified

across the information environment. This
approach enables Russian information operations
to spread rapidly and effectively while maintaining
consistency with Moscow's strategic objectives.

The SVR works to influence and manipulate
information outside of Russia, prioritizing
combating NATO’s digital presence. Instead
of focusing on short-term destabilization, the
group aims to fundamentally undermine the
C2 structure and decision-making abilities of
adversaries.?® By targeting the cognitive and
informational foundations of adversary C2, these
efforts aim to create uncertainty, delay decision-
making processes, and reduce the effectiveness
of command structures.

The Federal Security Service (FSB) is responsible
for supporting Russia’s offensive and defensive
capabilities in information warfare.? It enforces
the Russian domestic narrative through media
influence and surveillance. By reducing the
influence of foreign information, while enforcing
the Kremlin-sponsored account, the FSB ensures
that only approved information circulates the
Russian media ecosystem.?

The Main Directorate of the General Staff
(GU) contributes to Russia’s broader concept
of information confrontation by integrating
intelligence, cyber operations, and information
activities to achieve strategic effects. Through
these capabilities, the GU can identify
vulnerabilities withinanadversary’s C2 architecture
and disrupt decision-making processes while
creating uncertainty. These activities reflect
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Russia’s approach to new generation warfare,
in which information-related capabilities are
employed continuously to shape the operational
environment and undermine an adversary’s ability
to respond effectively.z

State-controlled media organizations such as RT,
Sputnik, and TASS serve as instruments of Russia’s
broader information confrontation strategy by
disseminating Kremlin-aligned narratives to
domestic and international audiences. Beyond
promoting specific messages, these outlets seek
to shape perceptions, exploit societal divisions,
and weaken trust in democratic institutions and
information ecosystems.?

Moscow has crafted the environment for
information operations, as leadership can rapidly
disseminate goals and instructions, while being
shielded from direct responsibility for operations.?®
The Kremlin's C2 system for |0 fundamentally
relies on the mechanization of reflexive control.?
This Soviet technique aims to implant prepared
subversive information to an adversary who will
make logical decisions from that information.
However, their decisions will be predetermined and
favorable for Russia. Russian operatives’ model
possible adversary reactions to find the weakest
point of decision making and input misleading
critical information there.?” By understanding an
opponent’s culture and geopolitical position, the
Russian military shapes their decision-making
process, fundamentally altering their ability to
perform accurate analysis. 2

Today, Russia combines the theoretical
framework of Soviet-era reflexive control with
contemporary technological developments to

conduct highly effective information operations.
Critically, reflexive control seeks to shape how
an adversary thinks and perceives events, rather
than simply what they think. For example, cyber-
enabled information operations, such as hack-
and-leak campaigns, can be understood as a form
of reflexive control. These operations target not
only the technical dimensions of cybersecurity
but also its cognitive dimensions. Rather than
generating only short-term military advantages,
these operations fundamentally reshape the
information environment, creating long-term
strategic benefits for Russia. Furthermore,
instead of relying exclusively on centralized
state messaging, contemporary reflexive control
leverages digital information ecosystems in which
domestic actors such as political groups, media
organizations, and social media influencers, may
amplify or reinforce Russian narratives. This
enhances the effectiveness of these campaigns
by increasing the credibility and reach of the
intended messages as they look like grassroot
movements.

Russia’s concept of reflexive control provides
a useful framework for understanding how
information activities may seek to influence
NATO’s C2. Rather than attempting to physically
disrupt NATO’s command structures, reflexive
control focuses on shaping the perceptions and
decision-making environment of an adversary so
that leaders make choices favorable to Russia’s
strategic objectives. In the Baltics, where NATO
decisions depend on political consultation and
coordinated action among multiple allies, efforts
to create uncertainty or competing interpretations
of events could damage the alliance’s C2 system.
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The Kremlin can exploit NATO’s reliance on
consensus-based  political  decision-making
by launching information activities that create
divergent threat perceptions to weaken member
states’ unity. Through information operations
Russia seeks to contest the information

environment in which NATO leaders assess risks
and make decisions. The key to Russian strategy
lies notinthe materialimpact of escalatory actions,
but in how escalatory actions are perceived by
member states. Russia uses escalation to subvert
NATOQ’s perception of Moscow’s true intentions

and threat level, effectively paralyzing the
alliance’s ability to combat Russian encroachment.
Therefore, the central challenge for NATO is not
only protecting the technical systems that enable
C2, but also preserving cognitive resilience by
ensuring that commanders and political leaders
can maintain a shared understanding of the
information environment, assess adversary
actions accurately, and make timely decisions
despite hostile influence activities.




NATO Policy Recommendations:

In the event of a Russian military operation against
the Baltic states, Moscow would likely seek
to disrupt NATO’s C2 systems and complicate
allied decision-making through a combination
of military, cyber, and information activities.
Therefore, strengthening resilience against
manipulation of the information environment and
interference in decision-making processes should
be a priority. An effective approach should focus
on three objectives: identifying and countering
Russian interference, protecting critical decision-
making channels, and limiting Moscow's ability
to collect, analyze, and exploit information about
allied responses.

First, NATO should develop a “Perception
Management Warfare Assessment Unit”
(PMWAU) to identify, highlight, and counter
Russian influence within the NATO information
environment.

Russia will likely employ information operations
targeting NATO C2 structures and the domestic
policy environments of member states during
a crisis. To counter these efforts, NATO should
establish a coordinated capability to monitor,
assess, and respond to Russian influence
operations. PMWAU would analyze Russian
activities designed to shape decision-making,
exploit political divisions, and weaken allied
cohesion. By identifying emerging narratives
and assessing their impact, PMWAU would help
preserve NATO unity and improve resilience
against information confrontation.

Second, NATO should adopt counter-reflexive
shielding measures to prevent Russia from
using the information environment to manipulate
NATO's decision-making process. These
measures include limiting access to decision-
making details and creating ambiguity in the
information environment.

NATO should Ilimit Russia’s understanding
of the alliances’ decision-making processes,
especially while decisions are actively being
discussed. This protective mechanism should
focus on monitoring publicly available insights on
decision makers, and the dates and locations of
deliberations before a decision is made. Russian

reflexive control requires information curators to
understand the leaders who are responsible for
making decisions. Restricting the publication of
information about these leaders will disadvantage
Russian information operations.

Another element of counter-reflexive shielding is
pollutingtheinformationenvironmentto put Russia
on the defensive. NATO should conduct offensive
information operations, such as swarming, to
create ambiguity in Russia’s perception of Western
intentions. This does not require deception; rather,
NATO can amplify multiple truthful and consistent,
yet competing, narratives that complicate Russian
decision-making without compromising its own
credibility.

These operations will allow NATO to degrade
Russia’s ability to execute successful information
campaigns against NATO by feeding misleading
information about NATO decision-making
deliberations. PMWAU would determine the
sources of Russian information on NATO C2 and
provide those Russian practices to an offensive
team. Then offensive operations would be
conducted against those nodes with narratives
that confuse Russian analysts. These operations
would effectively “disinform” Russian studies
used to exploit NATO decision-making.

Finally, NATO should establish a readiness plan
to demonstrate their will to respond to Russian
aggression in the Baltics. The plan should be
clear, establish a coalition of the willing, and be
accompanied with continued military exercises
near the Baltics.

The creation of a NATO Readiness Plan will
demonstrate that NATO is ready to act and has
the procedures in place to do so immediately. The
plan should include a defined scale of escalation
levels that give Russia less ambiguity to exploit.

Furthermore, military exercises in and near
the Baltics should be implemented to increase
preparedness. These exercises must include
cyber forces, as Russia will use cyber to advance
information operations. Strong cyber security
will secure control networks so Russia cannot
disable them and hurt NATO'’s front line strategic
communication.



Conclusions

Russia’s ability to challenge NATO’s cohesion
and decision-making processes represents a
persistent threat to the security of the Baltic
region. Through new generation warfare Moscow
has demonstrated the ability to combine military
pressure, cyber activities, and influence operations
to exploit vulnerabilities within allied decision-
making structures. NATO should therefore
prioritize strengthening resilience against Russian
information operations, while ensuring the security,
resilience, and adaptability of its C2 systems
and decision-making processes. Establishing
dedicated capabilities to assess and mitigate
information threats, while enhancing coordination
among member states, will be critical to
maintaining allied unity and ensuring a timely and
effective response during a crisis. By addressing
these vulnerabilities now, NATO can strengthen
deterrence and reduce Russia’s ability to exploit
ambiguity and division within the alliance.






