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Toward a Cognition Augmented Decision Cycle
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Commander’s Critical Information Requirement in the Planning Process



CCIR A CCIR B

CCIR C

Trigger Cue

Trigger T4

Cue C10

Cue C09

Cue C12
Appearances

Appearances

Appearances

Cue C25

An Innovative Data Model



“Reading the Mind of the Enemy”

through “Critical Information” Collection & Processing

• Status of my Critical Vulnerabilities?

• Status of my Critical Capabilities? Are they threatened?

• Are my Assumptions still valid?

• How are the critical information needed to conduct the plan evolving?

• What might cause key conditions to change?

• What may hurt most?

• What are the opportunities and challenges?

• How the enemy is conducting actions in multi-domains?
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➢ Focusing on Commander's intents and concerns.

CCIR GRAPH

The CCIR Process  

➢ Central process

➢ Reducing Information Environment complexity

➢ Anticipation tool
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Mining Process 
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Very diverse and broad sources of information

C4I generated Documents

ISTAR Products 
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Development based on a comprehensive and rich scenario 
CERASIA Scenario Overview

❖ NATO is deployed in TYTAN. 

Click Next to continue.  
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DOMAIN CFAC CCIR

Physical

1 - KAMON or Proxies major offensive preparation

2 - Serious disruption to theater Air Logistics

3 - STELLARIA / KAMON TBM use or intent of use 

8 - Loss or Important threat to CFAC forces

Virtual

5 - Major Anti-Access/Area Denial to CFAC Forces

9 - Any Event leading to high Media interest involving 

CFAC

10 - Opponent Information Campaign leading to CFAC 

support change

Social

4 - Major threat to TYTAN internal stability

6 - Humanitarian situation in TORI Pocket

7 - STELLARIA change of posture

CCIR development from CERASIA  scenario 

T3 TYTAN Border violation

C5 KAMON army Tori border activity

C6 TYTAN Airspace violation

T8 Cyber activity

C16 C4I Malware attack attempts

C17
DoS attacks – DNS-based Data 

exfiltration

T9 TYTAN Airspace Denial

C18 KAMON S400 activity and position

C19 KAMON Air activity along border

T10 Space & EM Spectrum Anti-access

C20 GPS Jamming observation

C21 Coms jamming and intrusions
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VIPER 43: « SHUKA 6 VIPER 43 Ready to copy 9 Line »

SHUKA 6:  « CAUTION - Manpads seen with ELKAIM 

tribe fighters IVO BANJU »

« … Elements of 3rd Division 

closing Border inbound Tori Pocket 

… »

« … GPS jamming reported from 9.00 

to 14.00 DAY 6 around MANRITA … »

« 12H24 violation TYTAN Airspace 

at KM 234 567 by KAMON MIG29 »

Kamon news: « … S400 will be deployed 

to counter NATO aggression … »
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Multi-domain View



Adversaries Multi-domain Operations – RADAR VIEW



Adversaries Multi-domain Operations – SEISMOGRAPH VIEW

Cues appearance 

and Weighting



➢ Anticipation & Reactiveness

➢ Addressing complexity 

➢ Multi-domain Approach 

➢ Showing Clear Commander Intent

➢ Avoiding Personal and Organizational Bias

➢ Focused on mental models sharing
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Key Definitions

CCIR:

Information requirement identified by commanders as being critical to facilitating decision
making, allowing to verify assumptions or protecting our own centers of gravity. Limited in
number, they are developed during the design and planning process and change as the
mission, priorities and operating environment changes.

TRIGGER:

Anything, as an act, event or situation, that serves as a stimulus and initiates or precipitates a
reaction or series of reactions that may cause the emergence of a critical information.

CUE:

A weak signal, an element of information that can appear random or disconnected, or at first
taken for a background noise, but which is recognized as important by linking it to other pieces
of information.


