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Toward a Cognition Augmented Decision Cycle.
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“Reading the Mind of the Enemy”

through “Critical Information” Collection & Processing

» Status of my Critical Vulnerabilities?

« Status of my Critical Capabllities? Are they threatened?

Decision

Points

* Are my Assumptions still valid?

* How are the critical information needed to conduct the plan evolving?

« What might cause key conditions to change?

« What may hurt most?

« What are the opportunities and challenges? @

« How the enemy Is conducting actions in multi-domains?
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» Focusing on Commander's intents and concerns.
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Very diverse and bread sources of information

Voice Communication &
Control Systems (VCCS)

Air C4l Real-Time Sensors
and fusion

ISTAR Products




~\l/z_ Development based on a comprehensive and rich scenario
Bordeaux INP s— CERASIA Scenario Overview
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Harsh terrain and
limited resources
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LAKUTA ¢

Lack of Development
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“ NATO is deployed in TYTAN.

Religious factor

Ethnic factor
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DOMAIN CFAC CCIR

CCIR development from CERASIA scenario A WAN
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1 - KAMON or Proxies major offensive preparation B
_ 2 - Serious disruption to theater Air Logistics
PhyS|CaI _ TYTAN Border violation
3 - STELLARIA / KAMON TBM use or intent of use
C5 KAMON army Tori border activity
8 - Loss or Important threat to CFAC forces c6 | TYTAN Airspace violation
5 - Major Anti-Access/Area Denial to CFAC Forces » Cyber activity
_ 9 - Any Event leading to high Media interest involving o | o eere etk afleme®
Virtual | cFAC
10 - Opponent Information Campaign leading to CFAC TYTAN Airspace Denial
Support Change c18 KAMON S400 activity and paosition
4 - Major threat to TYTAN internal stability QR "~ V'ON Air activity along border
. ] ] ] ] ] Space & EM Spectrum Anti-access
Social |6 - Humanitarian situation in TORI Pocket
C20 GPS Jamming observation
7 - STELLARIA change of posture a1 | coms jamming and intrusions
//—\
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CCIR N°1 Example

Harsh terrain and
limited resources

Behavior of ELKAIM militias ? ELKAIM has Manpads
< Cease-Fire-Agreement violations

C
2
KAMON or Proxies major
offensive preparation o
Grouping military entities : Lack \°f Dev?elqg\ment
_ L

« CAUTION - Manpads seen with ELKAIM tribe fighters
GNCE IVO BANJU »
RLLIGRIN S

‘NT‘A vl‘
REPOR
i N C

KAMON activity along border

8
C Violation of TYTAN airspace
Preventive Decisions ‘
» Helo flights under restrictions :
+ BPT CAS CAP over Tori / Banju °®
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CCIR DASHBOARD

Behaviour of ELKAIM militias
c1 ELKAIM has MANPADs

®<@ CFA violations

rouping military entities

Border violation

©,

Massive training event

Position 3rd Mech. Div.

KAMON army activity along
border

C6 Violation of TYTAN airspace
@ H1 airbase increase activity

trong air activity H2 airbase increase activity
Change of air bases alert
Status & position of SCUD stalus
us & position R A
- Increased activity in
warehouses
Suspect vehicle next to
S . launch pad
TBM sites’ preparation, Change of warehouses alert
c12
Tﬁ) status
c13 Activity around launch pad

@ Night activity in warehouses
Special equipment

Intend to use of CW observation
Cyber ci6 c16 Malware attacks
T8

c17  ¢17 Denial-of-service
Airspace

< @ Air activity along border
@ S400 status & position
c20 GPS jamming

:@ Communication jamming

Space + EM Spectrum

Display all

TRANSPARENCY

CONFIDENCE

LOW MED HIGH




TheduwfluythuanSyutums

Behaviour of ELKAIM militias

CCIR DASHBOARD N c1
T <
C2
rouping military entities
c3
2
. . S c4
a KAMON or Partner major offensive Border violation
preparation T3\ c5
C6
T4 C7
trong air activity Cc8

Status & position of SCUD

a

TBM sites' preparation
O

15
Intend to use of CW

o KAMON TBM use / intend of use 30%

Cyber
Major Anti-Access / Aera Denial to CFAC

e 40%

T8
Airspace

T9

T1oh

Space + EM Spectrum

<
<

5%

o STELLARIA change of posture

CONFIDENCE

TRANSPARENCY | 1l

LOW MED HIGE

ELKAIM has MANPADs

CFA violations

Massive training event ELKAIM has MANPADs ul

C1

Position 3rd Mech. Div.

KAMON army activity along
border

Violation of TYTAN airspace

Day 02 - 23:54:07

"KAMON has likely -
HUMINT  provided MANPADSs to Rl
ELKAIM"

H1 airbase increase activity

H2 airbase increase activity

- Microsoft Werd r

1. A2BbC AaBhCcDl AaBbCeD

¥ Body text Fleve nl nde

Reports-/07 - xx

TO HQ

SUBJECT: KAMON - ELKAIM militias
DATE 23 March 2018

SITUATION.

Strateglc Conditions. In Reference A, the NAC considered & request from UN
Secretary General for possible NATO assistance in restoring peace and security in East
Cerasia under Chapter VIl of the UN Charter. Council has agreed in principle to assist
the UN and in accordance with its own security interests. SACEUR provided his strategic
assessment of the situation in Reference B has likely provided MANPADs to

. Based on military advice from the NMAs at Reference C, as well as advice from
other senior NATO committees the NAC has directed the NMAs to initiate operational
planning for possible NATO-Led Peace Support Operations in East Cerasia based on the
NAC political direction at Reference D. Military operations will be planned in close
cooperation with other international and national efforts within an overall strategic
approach of regional engagementto contain the crisis and improve stability

a. Strategic Environment.

(1) The crsis in East Cerasia is centred on the disputed southem border area
between Kamon and Tytan where ammed Elkaim militias, backed by the govemment
of Kamon (GOK), continue to wage a campaign of ethnic viclence to eliminate
minority Melaks from the Soka region in southeast Kamon. More than 1.7 million

Display all




MK ACTIONCS

Kamon news: « ... S400 will be deployed
to counter/NATO aggression ... »

© CCIR DASHBOARD = G+7

100
prep;)r:tigrrlpamer MEIOTOHENSe @ reinforcement in TORI pocket

« 12H24 violation TYTAN Airspace
at KM 234 567 by KAMON MIG29 »

Elevate force protection level
] e Transfer OPCON of CBRN BN to LCC
SHAPE advised for diplomatic preassure

e KAMON TBM use / intend of use

« ... GPS jamming reported from 9.00
| 10 14.00 DAY 6 around MANRITA ... »

Space surveillance surge

Major Anti-Access f Aera Denial to CFAC -

forces VIPER 43: « SHUKA 6 VIPER 43 Ready to copy 9 Line »
SHUKA 6: « CAUTION - Manpads seen with EEKAIM
tribe fighters IVO BANJU »

Cyber counter measures in force

SENCE
NTRLLIC ]m\‘/ o
L\“J P )’“.‘ ; « ... Elements of 3rd Division

nal : : .
Rl closing Border/inbound Tori Pocket
d oo s bl

e STELLARIA change of posture
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CCIR DASHBOARD '[g ONGOING ACTIONS
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KAMON or partner major offensive preparation

Risk Analysis Query box

Consequences

Query T3 : Number of tanker ;
involved for permanent CAP ?

Likelyhood

Resources
1 FIGHTER Query T1 : Available aircraft in
range Banju ?
T —
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B +2 SIGINT

JTAC
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KAMON or partner major offensive preparation
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Risk Analysis

Consequences

Likelyhood

Resources

] FIGHTER

N TANKER

+1 SIGINT

JTAC

Query box

Query T3 : Number of tanker 3
involved for permanent CAP ?

Query T1 : Available aircraft in
range Banju ?
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Multi-domain View
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Adversaries Multi-domain Operations — SEISMOGRAPH VIEW
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Key Definitions

CCIR:

Information requirement identified by commanders as being critical to facilitating decision
making, allowing to verify assumptions or protecting our own centers of gravity. Limited in
number, they are developed during the design and planning process and change as the
mission, priorities and operating environment changes.

TRIGGER:

Anything, as an act, event or situation, that serves as a stimulus and initiates or precipitates a
reaction or series of reactions that may cause the emergence of a critical information.

CUE:

A weak signal, an element of information that can appear random or disconnected, or at first
taken for a background noise, but which is recognized as important by linking it to other pieces
of information.




