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UN-PEACE: HYBRID THREAT

AND THE FUTURE RESPONSE

INTRODUCTION

Future conflicts will be different than past ones. The traditional way of
fighting a war that involved frontal clashes, destruction of the enemy,
seizure of adversary territory and classical Command and Control
structures will evolve in future conflicts.

raditional forms and methods

The use of political, diplomatic, economic
and other nonmilitary measures in combi-
nation with the use of military forces

New forms and methods

-initiations of military operations by proupings of line-units

(forces) in peacetime

-highly maneuverable, noncontact combat operations of inter-

branch groupings of line-units

-reduction of the military-economic potential of the state by the
destruction of critically important facilities of his military and
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~the conduct of combat operations on the ground, in the air and ~the mass usa of high-precision weaponry, the large-scale use

atsea of special operations forces, as well as robotic systems and

weapons based on new physical principles and the participa-

tion of a civil-military component in combat operations

-simultaneous effects on line-units and enemy facilities through-

out the entire depth of his temritories

-warfare simultanecusly in all physical environments and the

information space

-the use of asymmetric and indirect operations

-initiation of military operations after strategic deployment
=
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-the command-and-control of of line units )
m-p—mtq-% struc-

-command-and-control of forces and assets in a unified
| information space
Figure 1: Graphic from Gerasimov article in Voyenno Promyshlennyy. 26 February 2013
(.(Bartles, January-February 2016 - See back side for bigger image

The new forms and methods of warfare described in Figure 1 must be
approached holistically from the highest level of national policy. Future
conflict will require all the tools at the disposal of the state: diplomatic,
informational, economic, and military. These must be applied both
internally, such as exercising control of cyber-defence, and the
financial and energy sectors, as well as externally, such as through
engagement with international institutions and utilizing military and
other tools of national power to influence the situation. An aware and
resilient Cyber-defence and social-defence environment must be
something that exists in a state of Un-Peace and should be developed
by state policy. These capabilities must be ‘exported’ for external use to
be used as enablers of the military forces to fulfil their missions. Since
this cannot be done automatically, rapidly, and effectively in short order,
defence organizations must plan for, coordinate, and train for the
execution or leveraging of cyber and social defence capabilities in
times of peace, Un-Peace, and conflict.

Command and Control (C2) of military forces, designed primarily to
achieve kinetic effects, will need to implement new cyber and social
technologies and tools in order to achieve tactical objectives in those
domains.
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At the same time, kinetic forces should utilize these tools to effectively
ensure coordinated and combined operations are able to take place
with forces designed to operate in the cyber and social domain
primarily. The C2 approach will not need a drastic change, although it
will need some adjustments. These adjustments include:

1.Changes in processes to take advantage of new capabilities
provided by advanced technology;

2.Extraordinary emphasis on mission command, making the
independence of subordinate commands a strength, ensuring difficulty
for adversary efforts to interfere with C2 processes;

3.Increased resilience with mobile and distributed command posts
designed to reduce vulnerability to kinetic threats;

4. Reinforced and redundant communication systems to reduce the
effectiveness of adversary cyberattacks;

5. Incorporation of tools and techniques to operate in the social domain.
C2 of this set of capabilities would include internal use for obtaining and
disseminating information, as well as utilizing for process improvement.
Externally these capabilities would be used for intelligence and
influence operations.

There are sensitivities with how cyber and social domain capabilities
would be created, what authorities they would have, if they would be an
inherently governmental function, if they could be operated privately as
a service, and more. These questions sit at the crossroads of
international law and the norms and values of nations and their people.
While the rule of law and international order are considerations, it is a
fact that, in certain and many instances, the existing structures and
processes in place for armed forces are not as efficient or effective as
they would be than if they were privatized. What also should be given,
is that some nations are not hesitating to privatize their forces or rely on
‘patriots’ to conduct traditional tasks of armed forces. Whether a
traditionally structured force can operate effectively against a force that
does not adhere to the same values and laws remains a question to be
answered, but one that needs to be addressed immediately, as the
situation is already upon us.

Source: Bartles, C. K. (January-February 2016). Getting Gerasimov
Right. Military Review, 30-38.
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