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Introduction

D ear Reader,

The Command and Control Centre of
Excellence organized on 12™ and 13"
of October 2011 the first Workshop on
the role of Social Media in the Compre-
hensive Approach. We are grateful that
this event could be organized in close
cooperation with the Netherlands De-
fense Academy and the National De-
fense University in Washington DC.

I n this workshop our centre explored

the role of Social Media in the Compre-
hensive Approach, in which military se-
curity efforts are integrated in diplo-
macy and development. In this ap-
proach the communication with non
military entities is of critical importance
and Social Media might bridge the gap
between military secured networks and
the world around us.

W e wanted to bring together ex-

perts with recent experiences in the
Comprehensive Approach, representa-
tives from a variety of NATO entities,
national headquarters and academia to
address the capabilities of Social Media
in the Comprehensive Approach. We
presented experiences from recent or
ongoing NATO operations in Afghani-
stan and Libya and the role of Social
Media in the Arab Spring.

I am happy to conclude that we have

reached that goal. We were supported
by well informed speakers presenting
the latest in their focus areas in very
informative and challenging lectures.

Again, | would like to convey my sincere
thanks to all of them.

In addition to that | note that this work-
shop would have never been a success
without an attentive and active audience
and therefore | would also like to ex-
press my thanks to all participants. All
constructive suggestions, especially
from the four syndicates in this work-
shop, were of great value and presented
a good learning experience for our cen-
tre.

C oncluding this short introduction,

it is an honour for me to offer you this
Seminar Review Document. | wish that
this document meets your expectations
and encourages you in your activities in
Social Media in the Comprehensive Ap-
proach. Last but not least, we hope to
welcome you again at the upcoming
events organized by our centre.

Yours sincerely,
A.P.P. Visser

Director C2CoE
Colonel NLD A




ou are being presented with a Workshop Review Document which the
Command and Control Centre of Excellence publishes after each
workshop or seminar. These Review Documents give the reader an over-

view of the event, of the main topics and they provide some of the les-
sons identified. As short as it is, this review document will only provide
the key themes of the workshop and is not an extended summary of all

the briefings.

Summary

he C2coE workshop on Social Me-

dia in the Comprehensive Ap-
proach took place in the conference
facilities of the Kromhout Barracks in
Utrecht, the Netherlands on the 12th
and 13th of October 2011.
Based on the large number of partici-
pants, this workshop was a great suc-
cess. A vast majority of respondents
were satisfied with the quality of this
workshop: more than 50% rated the
overall quality of the workshop as good
and additionally 27% rated the quality
as excellent.

The workshop presentations explored
the key features of the Comprehensive
Approach and the use of Social Media
in the implementation of this approach.
A major setback in the implementation
of this approach is the classification of
a lot of information to NATO users only
and the large world of NATO abbrevia-
tions, which frustrates the understand-
ing by the outside world. Social Media,
by definition presents open, accessible
user generated content, which can
overcome these setbacks of classifica-
tion and abbreviations.

Social Media also represents the pres-
ence of the other, fostering accountabil-
ity, moral behaviors and, like in the Arab
Spring, the empowerment of the people
in closed and repressive regimes.

rom the syndicate work, it appeared

that Social Media plays an important
role in many violent conflicts in the mod-
ern world. In some conflicts, Social Me-
dia paved the way to a more peaceful
end of the conflict. Within the military the
use of Social Media is popular in the
public affairs community and in the intel-
ligence community. From a viewpoint of
cyber security, it became clear that
sending messages presents a greater
risk than receiving information from So-
cial Media. As with traditional media, the
real risk originates from the user, not the
system.
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Workshop Participation and Evaluation
Commander Marten MEIJER (NLD N) , Branch Head Expertise Man-
agement, C2CoE

All 67 participants of the workshop filled out some of their personal details upon
registration. These details are analyzed in the following sections to get an impres-
sion of their personal background and working environment. Twenty five of the par-
ticipants also filled out a short survey on the quality of the workshop. This data on
the evaluation of the workshop are included in this section also.

Breakdown of participants by Gender, Role and Affiliation

Male
80%

Female
20%

The graph with the breakdown of all 67 workshop participants by gender shows that
80% of the participants were male and 20% were female. Compared to the female
participation in various NATO and C2CoE activities in 2011, the female participation
in this workshop by far exceeded the normal percentages, which fluctuates between
0 and 5 %. The implementation of the NATO Comprehensive Approach requires a
better balance in gender, so this seems to be a step in the right direction.

The graph with the breakdown of all 67 workshop participants by role shows that
76% were participants, 13% were speakers and 11% were the C2CoE members of
the workshop staff. Four of them facilitated the workshop syndicates and the others
provided administrative services and leadership to the organization of the work-
shop.

Workshop Staff 11%
Speaker 13%

Participant 76%




The graph with the breakdown of all 67 workshop participants by rank shows that
41% were civilians. No flag officers or senior officers participated in the workshop,
but among the civilian participants there were at least 3 civilians with a flag officer
equivalent rank and a professional background in diplomacy or public affairs. 20%
of the military participants were colonel, lieutenant-colonel or had equivalent ranks.
Twice as many had lower ranks, which reflects the military hierarchy and pyramids
quite well.

OF-4 OF 5
20%

Civilian
41%

NCO and OF-1 OF-2
OF-3
39%

The graph with the breakdown of all 67 workshop participants by affiliation shows
that 38% are serving in national headquarters and 24% are serving in NATO head-
quarters. Another substantial group of participants serves in NATO Centres of Ex-
cellence. The remaining 17% of participants works in academic settings, industry or
governments, other than defence. By definition the Comprehensive Approach does
involve a lot of actors from non-military organizations, so in that respect the partici-
pation in this workshop does not fit with the target audience of the Comprehensive
Approach.

Gowernment 3%  Academia 8%

NATO HQ 24%
CoE 21%

Industry 6%

National HQ 38%




Breakdown of participants by Nation

The graph with the breakdown of all 67 workshop participants by nation shows that
half of them were from the Netherlands. 14% were from the USA. The percentages
of Belgian, British, German and Estonian participants were 6% per nation. The
other 9 nations were represented with only one or two participants, like Denmark,
France, Italy, Ireland, Norway, Poland, South Africa, Spain and Turkey.

0
Other 12% BEL6%  Heygn

EST 6%

0
USA 14% GBR 6%

NLD 50%

The workshopds primary audience consisted c
and control branches of headquarters, public affairs offices, civil-military agencies

and intelligence services. Nine speakers from four different countries (IRE, NLD,

GBR and USA) and from six different organizations (ACT, Irish MoD, C2CoE,
NATO/SHAPE and the Netherlands Defence Academy) provided well received

briefings.

This all contributed to fruitful discussions related to Social Media in the Comprehen-

sive Approach, not only during the briefings but also during networking breaks and

the non-hosted dinner.

Evaluation of the Workshop

The workshop was evaluated by the participants by filling out a short C2CoE survey
at the end of the workshop. Out of 67 workshop participants, only 25 filled out this
survey, a response percentage of 38%. This indicates that the following data only
shed some light on the evaluation of the workshop, so results and conclusions
should be interpreted with some caution.

On the question about the overall quality of the workshop, 27% of the respondents
rated this quality as excellent. Another 55 % rated this quality as good.

On the question how the program of the workshop met the expectations of the par-
ticipants, 21% of the respondents stated that the program excellently met their ex-
pectations. 50% of the respondents rated this fit between expectations and program
as good.

From these responses it might be concluded that the respondents were satisfied
with the overall quality of the workshop and that the workshop program met the ex-
pectations of the participants.

In the remarks section of the survey, many respondents expressed their gratitude
towards the C2CoE workshop staff. Also a large group of respondents commended
the friendly atmosphere during the workshop and the positive support at the regis-
tration desk.



Implementing the Comprehensive Approach: A British View

Prof. Dr. Julian LINDLEY-FRENCH

and He ad

Professor Dr. Julian Lindley-French is an Eisenhower Profes-
sor of Defence Strategy at the Netherlands Defence Acad-
emy, an advisor to the United Kingdom Chief of Defence Staff
of
Rapid Reaction Corps. He is an Associate Fellow of Chatham
House in London, a member of the Atlantic Council's Strategic
Advisors Group in Washington and of the Academic Advisory
Board of the NATO Defence College in Rome. His main areas
of interest are US foreign and security policy and strategic de-

t he Commander 0s | ni t i

velopments in European security and defence structures. In addition to his two de-

grees from Oxford

he

received a Master 6s

distinction from UEA in 1992 and a Doctorate in Political Science from the Euro-
pean University Institute in Florence, Italy in 1996.

Challenges of the Comprehensive
Approach to the Military

For the British Ministry of Defense, for
the Comprehensive Approach to work
as it should, it requires the concepts
and doctrine underpinning of govern-
ment efforts to be also matched by effi-
cient generation and use of required
resources, political will and strategic
patience. To that end the Comprehen-
sive Approach is defined as the gen-
eration, provision and application of se-
curity, governance and development
services, expertise, structures and re-
sources over time and distance most
usually in partnership with host nations,
host regions, allied and partner govern-
ments and partner institutions, both
governmental and non-governmental.
However, the international civil-military
effort in Afghanistan has emphasized
the creation of national stovepipes, like
Provincial Reconstruction Teams, rein-
forced by national funding chains that
tend to undermine the transnational ef-
fort and thus weaken cross-theatre
cooperation; allied to an inability to
measure progress, or otherwise, in the
key areas of governance, such as rule
of law and development. And an inabil-
ity to speak with one voice to actors in
the region.

How to meet the challenges of the
Comprehensive Approach?

The implementation of the Comprehen-
sive Approach in NATO operations and
exercises implies the need to overcome
the aforementioned hurdles. A first hur-
dle to take is the rather closed military
culture which jeopardizes mission suc-
cess in the Comprehensive Approach,
as this closed culture decreases the
ability to communicate and cooperate
with civilians. A second hurdle is even
more devastating for effective commu-
nication with civilians: the endless
world of abbreviations. It is noted that a
conversation between an officer and a
civilian ended with the
not understand a word vy
A third hurdle is military pride, essential
part of the closed military culture, but
also inducing an inability to recognize
failure and its root-causes and conse-
guences. If this hurdle is not overcome,

this pride wild.l condemn
fiedo t o 0l essons i gno
0l essons | earnedo. The

in the Comprehensive Approach over-
comes these hurdles by the effective
implementation of the unity of efforts of
military and civilian capabilities which is
right in the heart of this Centre for
Command and Control.
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The Comprehensive Approach in Afghanistan and Libya
Mr. Michel RENTENAAR, Civil-Military Interface Advisor, Supreme Head-
guarters Allied Powers Europe, Mons, Belgium

’—
- erlands Ministry of Foreign Affairs. He is presently the Civil-
Military Interface Advisor at the NATO Supreme Headquarters

7
1
{

7

Allied Powers Europe in Mons, Belgium. Between August
e, 2009 and February 2010, he provided leadership, together
;‘f 3 with a one star army general, to Task Force Uruzgan VIl in
: '_‘i Afghanistan. During the same period he was also the Director
of the Provincial Reconstruction Team in Uruzgan. Previously
he worked in the Middle East Department of the Ministry of
Foreign Affairs, he served at the Netherlands embassies in Egypt, Yemen, Lebanon
and the Palestinian territories. He did two tours of duty in Iraq where he served as
the political adviser to the Dutch battalion commander as well as to the Head of the
Coalition Provisional Authority in Al-Muthanna in Southern Iraqg. Afterwards he
served for two years as the head of the Asia and Middle East Department for asy-
lum and migration at the Ministry of Foreign Affairs followed by three years as Dep-
uty Ambassador and Head of Development Cooperation in the Netherlands Em-
bassy in Uganda. He was also Netherlands Ambassador ad interim to the Democ-
ratic Republic of the Congo.
Mr Rentenaar started his presentation with the statement that he did not have a dip-
| omatic career of the Operfume routed via
gained a lot of diplomatic experiences in the hot areas of the world where he gath-

e Mr. Michel RENTENAAR worked as a diplomat with the Neth-

B €

ered plenty of 6boots on the ground experier

NATO Comprehensive Approach this experience appeared to be of great value in
cooperation with the military.

In his analysis of the NATO Comprehensive Approach he detected an outward as-
pect and an inward aspect. On the outward aspect of the Comprehensive Approach
he noted the challenge of combining the

6know howo. He also commended the military

the world. On the other hand the military has to accept that stand-alone networks or
de-conflicted networks are the best you can get when cooperating with some
non-NATO entities, as their need for impartiality and neutrality cannot be comprised

by their cooperation with the military. With other non-NATO entities the cooperation

can be far stronger, as was <clearly shown
Libya. Already in the planning phase of this operation, some organizations of the

United Nations participated in the NATO meetings in Mons or Brussels.

mi
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The Comprehensive Approach in Afghanistan and Libya
Mr. Michel RENTENAAR, Civil-Military Interface Advisor, Supreme Head-
quarters Allied Powers Europe, Mons, Belgium

An example of this more intense way of cooperation was the United Nations
Demining Agency, which asked NATO for information on deliberate targeting plans.
After a rather generic description of the bombing areas by NATO, this agency
asked for more specific information on mass and ignition systems of the bombs,
which did not explode. Upon this request, NATO provided detailed information.

The inward aspect of the Comprehensive Approach clearly shows the need for
training in effective key leader engagements, and the capability to explore what
they really need, also in the long term and for the benefit of the whole nation. Is that
for example medical care, water, or long term investments in infrastructure? Even

more <critical are questions | ike O6What

reall power brokers?6 This sometimes ev
anthropologist instead of another manned weapon system and the crucial need to
be kind and patient.

Both the outward and the inward aspects of the Comprehensive approach need
more know-how and momentum. Therefore NATO is reconsidering the plan to in-
vest another 10 civilian posts in the peacetime establishment at SHAPE, Mons. At
the NATO headquarters in Brussels the whole NATO programme for Reconstruc-
tion and Stabilization needs to be reconsidered, particularly on the eve of the new
NATO command structure.

en
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The moral dimension of Social Media
Professor Dr. D.E.M. Verweij, Philosophy and Ethics, Netherlands Defence
Academy

| Prof. Dr. D.E.M. (Desiree) Verweij is professor in philosophy
and ethics at the Faculty of Military Sciences of the Nether-
lands Defense Academy and professor at the Centre for In-
ternational Conflict Analysis and Management of the Rad-
boud University Nijmegen. She specialized in Social and Po-
litical Philosophy and Ethics and wrote extensively on phi-
losophical issues and on both fundamental and applied
ethics. Her most recent publications in the field of military ethics are about
6integrityo6, oOofriendship and comradeshipéd, ¢
6new warsod6 and 6human rights6é and omoral | uc

The objective of her presentation was  Omnipresence of the Social Media and
the explanation of ombrYmedaMhls nfaghified thé thre

othero implies a s o gdredelemetts &fQltihnate CoRcerd thid @
moral dimension. Moral value should macy and witness in the functions of

be based on the individual. Models for  conscience.
ethical decision-making may have their  The other implies a social dimension
function and role in the formation of an and a moral dimension’ representing
individual 0s consciegReegEYé fiSomOodutsh@es.
statedos task to f un agfeleffe@ivedinctichs Of SdcidllMedtat -
However, as an employer, the state
can and should inform its military em-
ployees about their legal obligations -
for example with regard to the Geneva
Convention - and it should help its em-
ployees to shape their own con- 3
science. F=Dinternal witness (conscience)?
’—VOCOnscience: ALookimng
For example, Abu Ghraib, not all sol-
diers are morally developed, profes-
sional, but the level of compliance
seems to be higher than ever, or is this

window dressing? Humanitarian ethos as withess and conscience depend on
is not by definition part of military  the focus on moral professionalism of

equipment. However, the needforcom- 4§t he ot her 6, and how si
pliance with humanitarian rules is ot her 6? Li ke the eye of
higher than ever. symbol of conscience, Social Media

Conscience and both internal and ex- have gained a similar function. As in

ternal witnesses are primary factors to many other fields, the technology which

foster this compliance. enables Social Media keeps running
ahead.... Ethics and law have a hard
time trying to keep up with these fast
developments.

11
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A Refined Framework for Social Media Applications in Command and
Control (C2)

Professor Dr. Tim Grant, Mr Peter Jongejan MSc, Netherlands Defence
Academy

Dr. Tim Grant is the professor of Operational ICT & Communica-
tions within the Faculty of Military Sciences at the Netherlands De-
fence Academy (NLDA). His career covers 20 years as a military
officer in the (British) Royal Air Force, 17 years experience in Atos
Origin (a global IT services supplier), and more than seven years
experience in academia (NLDA and visiting professorship at the
University of Pretoria, South Africa). More details about his career
can be found at http://www.linkedin.com/pub/tim-grant/7/605/3a3.

Mr. Peter Jongejan MSc is an associate professor in Information
Systems within the Faculty of Military Sciences at the Netherlands
Defence Academy (NLDA). In addition, he is a member of the ex-

tion, and Command & control Systems (CICS) course. His re-
search focuses on information management and Social Media.

Professor Grant started with the astounding fact that Facebook today is as big as
the Internet was in 2004! Social Media has exploded in recent years. It has been
used for passing information after natural disasters. In 2011 it was used by opposi-

tion groups in certain Arab countries.

and control 0.

There have been studies on how civilians use Social Media in the field. Their
framework assumes monolithic organizations and one way communication. How-
ever, military organizations must be modelled in two parts: one part that interacts
directly with the environment, including citizens and, if present, opposing forces,
and another part that commands and controls these interactions in real time.
Moreover, good command and control requires a feedback loop, i.e. a two-way flow
of communications.

Theoretical concepts about the use of Social Media in the public domain are in their
infancy. Social Media such as Facebook, YouTube, Flickr, and Twitter have been
used spontaneously by the public in civil crises since the early 2000s, e.g. in the
2004 Californian wildfires, in the 2004 Indian Ocean tsunami, in relief operations
after the 2010 earthquake in Haiti, etc. From around 2005, the public use of Social
Media in crisis management and its evolution has been the subject of scientific re-
search. This research can be applied to military Command & Control as well.

To date, much of this research has been empirical and descriptive, i.e. it is focused
on studying how citizens use Social Media in the field. Recently, Reuter, Marx, and
Pipek (2011) proposed a two-by-two matrix for the social software infrastructure
supporting communications between citizens and organizations. Their framework
assumes monolithic organizations and one way communication.

Our refined framework models two-part organizations and two-way communica-
tions, which capture the operational reality of modern military missions far better,
especially when the NATO Comprehensive Approach is implemented.

amination committee for t he NLDAOGs C

Wh at



Social Media in the Military

Captain Patrick O6Connor , |l ri sh Defence

Captain O6Connor holds a Masters of Arts i

City University. He has earned the United Nations Peace Prize Medal, the United
Nations Mission in Liberia Service Medal and winner of the 2011 Bord Gais Social
Media Award for Best Use of Social Media by a State Body.

Captain Od6Connorb6s presentation about

way we should engage with Social Media, who we should engage and what are the
best ways to utilize Social Media. His presentation was derived from a Public Af-
fairs/Public Relations point of view. He presented a synchronization matrix on how
to utilize Social Media and more traditional media for messaging purposes, the po-
tential dangers of Social Media engagement and the ways to mitigate these dan-
gers. Professional engagement in Social Media is a continuous 24/7 process of ac-
tions and reactions. Overall he encouraged Social Media engagement for the mili-
tary from a strategic communication point of view. It is an important part of a full
spectrum engagement in Public Relations. Even if your organization does not en-
gage with Social Media, it doesn't prevent "others" using Social Media to even inter-
fere or damage your brand. By having an organizational presence you can at least
attempt to shape the agenda. Social Media should be included into commanders
pl anning processes. Captain O6Connoro
needs specific key messages. These messages must be in an appropriate format

and different messages should or could be used on different platforms. Which plat-

forms depends on where the audience
Content is the AKI NGO and engagement
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Fear of Friendly Fire?
Mr Maarten BRAND MA

Netherlands Institute of Military History

The Hague, The Netherlands

Youtube, Twitter, Facebook, weblogs
and other user-generated media are
new sources of information on what
happens in areas of conflict like Iraq
and Afghanistan. Information spreads
fast and fragmented through these
media, making it rather problematic to
control.

Soldiers from coalition forces,
amongst them a large number of
American soldiers, are using these
Social Media sites as well. The Penta-
gon has been apprehensive of possi-
ble conflicts between individual and
official views.

This study examines this fear, a fear
that is shared amongst defence or-
ganizations of other coalition forces,
by comparing official press releases
by the Pentagon and official Youtube
videos. With video, individual Ameri-
can soldiers upload on Youtube about
their experiences in Irag and Afghani-
stan.

Social Media in the Arab Spring 2011

Ambassador (ret.) John E. Herbst

3

It is concluded that both the Pentagon
and individual soldiers tell a very simi-
lar story, though from different per-
spectives. Soldiers make their own
choices when using Social Media, but
they do not endanger the core mes-
sage of the official view: their military
presence in Iraq and in

Afghanistan is required to bring stabil-
ity to the region.

This study demonstrates that the fear
of imaging by individual soldiers as a
source of problems might be without
justification. It also shows that the use
of Social Media by individual soldiers
offers new opportunities to tell a posi-
tive story about the presence of those
soldiers in areas of conflict.

Ambassador (ret.) John E. Herbst became the Director of the Cen-
ter for Complex Operations at the National Defense University in
Washington DC in September of 2010.

Prior to that position, ambassador Herbst served for 31 years as a
Foreign Service Officer in the Department of State, retiring at the
rank of Career-Minister. In his last four years at the State Depart-
ment, he served as the Coordinator for Reconstruction and Stabili-
zation. In May 2003, ambassador Herbst was appointed the U.S.
Ambassador to Ukraine. During his tenure, he worked to enhance U.S-Ukrainian
relations, to help ensure the conduct of a fair Ukrainian presidential election, and to
prevent violence during the Orange Revolution. Prior to that, he was the U.S. Am-
bassador to Uzbekistan, where



he played a critical role in the establishment of an American base to help conduct
Operation Enduring Freedom in Afghanistan. He also promoted improved U.S.-
Uzbek relations, in part by encouraging the government in Tashkent to improve its
human rights record.

Ambassador Herbst previously served as U.S. Consul General in Jerusalem; Prin-

cipal Deputy to the Ambassador at Large for the Newly Independent States; the Di-

rector of the Office of Independent States and Commonwealth Affairs; Director of

Regional Affairs in the Near East Bureau, political counselor at the U.S. Embassy in

Tel Aviv and at the Embassies in Moscow and Saudi Arabia. He played a pivotal

role in persuading Armenia, Azerbaijan, Georgia, Moldova and Ukraine to accept

changes in the Conventional Forces Europe Flanks Agreement. He has received

the Presidential Di stinguished Service Awa
Achievement Award, and the State Department's Distinguished Honor Award.

Ambassador (Ret) John E. Herbst opened his presentation on the Arab Spring with
the compelling story of Mr. Mohamad Bouaziz. Mr. Bouaziz was the Tunisian vege-
table seller in the provincial town of Ben Arous whose self-immolation on December
17 was one of the primary catalysts for the protests against the autocratic regime.
Within 28 days, Tunisia was the first of the Arab Spring countries that had seen a
long-term ruler leave power.

The discussion of events in Tunisia was followed by discussions on several more
Arab nations, as the pattern of uprisings moved from one country to another. Amb.
Herbst presented a chronological review of the uprisings, highlighting the key
events within each nation. From Tunisia the discussion moved on to Egypt, and
then to Yemen, Syria and Bahrain. He then presented a variety of statistics regard-
ing the use of Social Media during the uprisings, reflecting the explosion of usage
that occurred in each country.

The presentation was followed by a lively Question and Answer session, involving
detailed questions by participants concerning his perspectives on the outcomes of
the wuprisings. NATO6s role in Libya was al s
as the inability of nearly everyone to predict a momentous event such as the Arab
Spring in the first place. One conclusion was that although we may continue to re-
fine our information systems, we will continue to be surprised by world events; an-
ot her conclusion was that Aino one who wants
Medi ao.

15
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Leveraging Mobile Technology in Humanitarian
Assistance & Disaster Relief C2

Dr. Nancy Houston, NATO Allied Command Transformation, Norfolk, Vir-
ginia, USA

Dr. Nancy Houston currently is Cognitive Science Coordinator of
the Technology and Human Factors Section of the Command
Control Communications Computers & Intelligence (C4l) Division
of Allied Command Transformation (ACT) of the North Atlantic
Treaty Organization (NATO) in Norfolk, Virginia. In that role she
serves on several NATO Research & Technology Organization
(RTO) panels on human factors and Network Enabled Capability

‘ ’ (NEC). Before joining the ACT staff she was an Information Proc-

essing Engineer with the NATO Consultation, Command and
Control Agency in Brussels, Belgium.

The presentation starts with a Twitter message from Ann Curry a reporter from the
U.S. NBC TV network. The message was to the USAF who had set up the air traffic
control over Port au Prince, the capital of Haiti after the earthquake of 2010. The
message was simpl e, Afind a way to |
Hai ti 0.

This was not an email to a specific office, this was not a blog, this was a message
that went out for everyone to see. Ann saw a Twitter message from a member of
Doctors without Borders indicating the plane was in a holding pattern and unable to
communicate their plight to the Pentagon. She in turn, used Twitter to send a mes-
sage straight to the US Air Force. Others Retweeted that message. One Tweet can
get Retweeted many times. The US Air Force heard it. That Doctors Without Bor-
ders plane landed within an hour.

A clear example of the power of Social Media.

This example raises questions about how to leverage mobile technology and Social
Media to enhance C2 in an increasingly complex security environment. How can
we use this capability to take advantage of its benefits, e.g. ubiquitous access, easy
transport, multimedia, ease of use, easy transport? Is it possible to exploit personal
mobile devices and reduce cost? But these capabilities also come with vulnerabili-
ties and challenges such as malware, network coverage, and information protec-
tion. What if the device is stolen? What kind of sensitive information was on the de-
vice?

Dr. Houston continued with recommendations on how to explore and develop itsef-
fective use. Recommendations include building a community of interest, collaborat-
ing with industry, academia, and linking cloud and mobile technology.

She presented work currently conducted by the Technology & Human Factors
Branch at Allied Command Transformation (ACT) to explore the use of mobile com-
puting in Humanitarian Aid & Disaster Relief (HA/DR) missions. An experiment will
be conducted using a scenario based on NATO efforts to respond to an earthquake
in the Naplesarea, Italy .
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Contact, Command and Control in Social Media

Commander Royal Netherlands Navy Marten Meijer
C2CoE Branch Head Expertise Management

From January 2005, Commander Marten served at the NATO Re-
search and Technology Organization in Paris, France and from 2008
at the Faculty of Military Sciences of the Netherlands Defense Acad-
- = emy in Breda, the Netherlands. He focused his research on ethical
rf\ factors in human performance in the NATO International Security As-

e 1 _sistance Force in Afghanistan (see photo), on social safety and on
W the effectiveness of asymmetrical operations. In January 2011 he
was assigned to the NATO Command and Control Centre of Excel-
lence as Branch Chief Expertise Management, paying special atten-
tion to the human dimension in Network Enabled Capabilities and to
Command and Control in a Comprehensive Approach.

Cybernetics originates from the ancient Greek word for the art of steering. From a
cybernetic analysis of command and control in modern military operations, it ap-
pears that the capability of receiving feedback is critical for success. Social Media
provides a new world of contacts with NATO and non-NATO entities and a giant
gateway for immediate feedback.
In 2011, the C2CoE conducted a short survey with 170 respondents from a variety
of military audiences.
90
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Professional  Professional Use Useful, Innovative
Importance and Valuable

Social Media are Important for Professional Purposes, are used for Professional
Purposes, are Useful, Innovative and Valuable (Percentages of respondents who
agree or fully agree, n=170).

From this C2CoE survey it appears that Social Media is (somewhat) important for
professional purposes according to 41 % of the respondents. This perception does
not depends on age. Social Media is used for professional purposes by 50% of the
respondents. Social Media is useful, innovative and valuable for 81% of the respon-
dents. According to one of the respondents, a NATO Security Officer recom-
mended to be very careful with military publications on Social Media. Interviews
with military actors show that the use of Social Media in NATO can be divided in
two sections. One section uses Social Media to send messages to inform or to in-
fluence the general population on military matters or to attract recruits into the mili-
tary. Another section uses Social Media for receiving information on all kind of ac-
tors in theatres of operation. This information adds local colours and flavours to the
more general information for situational awareness in theatre, including the contact
details of international and non-governmental organizations in place.
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Syndicate on Social Media in Current Conflicts

Facilitated by Major Ismail NAZLI (NLD AF)

After a short introduction the syndicate participants started contributing ideas and
opinions without any hesitation. There was a general agreement throughout the
group and the flow appeared to be uninterrupted. At the start, the syndicate agreed
on using AThe Conversation Prismo to

not always the same Social Media have influenced the conflict. Then the syndicate
decided to discuss the following three topics: The role of Social Media in the Arab
spring, in Afghanistan and in the London Riots. In discussing those topics the main

guestions were: what is used and by whom?
http://www.briansolis.com/2010/10/introducing-the-conversation-prism-version-3-
o/

THE
CONVERSATION
PRISM

e e

It was identified by the syndicate that activists and followers, government and
worldwide population in Egypt mainly used Facebook and in Syria Youtube to in-
form and influence each other. In Afghanistan both Facebook and Youtube are
used to inform and influence each other. During the London Riots the demonstrat-
ing population, cleaning-up groups and local government used mainly Facebook,
Youtube and Twitter to inform and influence the population. The syndicate drew the
general conclusion that whatever is widely available will be used to communicate
and cooperate in self organizing groups and movements. Some also noted that
counter-action by regimes and governments had some influence, but were not de-
cisive.

expl ai:



Syndicate on Social Media in the Military

Facilitated by Major Steinar Svalstad (NOR A)

The Social Media in the Military syndicate was the largest group and the partici-
pants all engaged in good discussions. During these discussions, they developed a
model for further use and explanations, see figure 1.

Figure 1 SOCIAL MEDIA OPERATIONAL NOMN OPERATIONAL

1 2

ORGANISATION

3 4

USERS

The group noted immediately that covering all aspects of Social Media in just a few
hours was not easy. Therefore they started with some questions and key points to
elaborate further on. In the end they tried to answer some of these during their
presentation in plenum. These questions and key points were:
Y. What is the intention with Social Media?
v, Truth is important, but conflicts with the security, what could the message be,
Ails it allowed to do this?o0
v» What kind of dAfilterso, tools and metri cs
mal use in Social Media?
v, What are the risks and challenges?
In the military today, Social Media is used in different ways for operational and non-
operational use, but the questions is always, do we use Social Media the right way
and how to plan on using it the best way. And who is our target audience? Today a
lot of information is broadcasted instead of one-to-one communication. All use of
Social Media is affecting what we do, how we do it and why we do it.
There is always a challenge to realize which information is new and important, influ-
enced by restrictions and security issues. Nobody can control what is being posted,
which rules and regulations appear in different nations and organizations. Risk is
that someone like an individual soldier or a family member posts information with-
out being directly involved, or got the information second or third hand, about a mili-
tary operation or event. It is important to have policies in place for the use of Social
Media, and be aware of what friends and family is being told to do or not to do. Offi-
cial information should always be posted by an official spokesman.
Some key issues to consider are OPSEC, INFOSEC, redundancy, different plat-
forms i no standards, legal issues, and overflow of information could lead to micro-
management . Some nations are using a fAstand
the work and create a standard for NATO, and publish it as an example for nations.
All nations should approve a policy for use in the military, different for each nation/
organization. We are influenced every day!
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Syndicate on National Policies on Social Media

Facilitated by Lieutenant Commander Orlando Gallardo, Jr.
(USA N)
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Four nations were represented in this syndicate: Belgium, Netherlands, Turkey, and
USA. After the initial discussions, it was noted that some nations have a govern-
ment policy on the use of Social Media, while other nations do not have such a pol-
icy.

The startof f questions were the following
use of Social Media, Is there a government policy on its use? and What are the
changes in this policy over the previous years ? The syndicate decided to merge
the first two questions into one.

In Belgium, the people use Social Media to communicate on an informal and per-
sonal basis. The Defenceds Soci al Me d i
what fragmented throughout the military. Presently there is not a formal policy in
place.

In the Netherlands the use of Social Media is widespread. Corporations experiment
with Social Media and there is a Government and Defence policy in place but these
policies have not been widely disseminated.

In Turkey the Social Media is popular for personal use. People seem to trust infor-
mation received on Social Media. Companies make frequent use of Social Media,
especially for marketing purposes. There is an ongoing process to develop a gov-
ernment policy on the use of Social Media.

In the United States, Social Media continues to evolve and grow. In the past, there
were restrictions for its use in the military. Now most military units are allowed to
use Social Media on official work stations. Other government agencies/
organizations have accepted Social Media and its use has expanded greatly. Most
organizations now have formal policies in place to regulate Social Media activities.
In general some Defence organizations went from ignoring it, to banning it, to want-
ing to know how to use it effectively. Other government organizations embraced the
Social Media immediately for official use, such as public relations and news. The
syndicate drew the general conclusion that Social Media is here to stay and will
continue to expand and evolve. Policies and regulations will be developed or estab-
lished at different levels and with different levels of enforcement. The policies in
pl ace wil/l vary according to each nat.i
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Syndicate on Cyber Security in Social Media

Facilitated by Major Chris PYLE (USA A)

The discussions within Syndicate D centered primarily on how to balance the bene-
fits and advantages that Social Media presents with the security risks that the new
medium presents. The syndicate identified three topics for presentation to the ple-
nary: Awareness, Attitude Change, and Technology Support.

Awareness revolved around the inherent responsibility for organizations to inform
their personnel of the expectations of behaviour that will be shown when using so-
cial media outlets. The syndicate determined that the most imperative issue is for
personnel to know what types of activities are considered acceptable and what
types are not. The topic of Attitude Change centered on ensuring that Social Media
users understand their individual responsibilities. They also must be committed to
the policies of their organization. Technology Support focused on the fact that the
increased awareness and attitude change needed to be reinforced with the proper
equipment and protocols to assist.

Il n summary, the recurring theme from
need for education of the senior leaders of an organization in many cases, so that
they more fully understand how to leverage Social Media for the benefit of their or-
ganizations. There is also a need for education of the organization members, so
that they fully understand the risks that social media pose to their personal and pro-
fessional lives.

he
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losing remarks by
Colonel Toine Visser and Commander Marten Meijer

After the outbriefs of the syndicate work, Commander Marten Meijer summarized
the previous presentations and concluded that Social Media is a powerful tool in to-
daydés worl d. This means that it also
with non-military entities in the Comprehensive Approach. However, being so pow-
erful, it also presents an imminent danger for first users, who do not have the skills
to operate it safely and effectively.

He thanked all for their participation in the workshop, the very pro-active work, the
good contributions and the fruitful discussions.

In hindsight C2CoE set up an interesting workshop with different approaches to
very interesting topics: Social Media and the NATO Comprehensive Approach.
Inviting knowledgeable speakers and by creating a positive atmosphere the collabo-
ration, teamwork and discussions were fostered. Sustainment and enlargement of
professional social networks was also a tangible outcome of the workshop.

The C2CoE director, Colonel Toine Visser, closed the workshop, expressing the
hope that the participants had an interesting workshop and thanking all involved in
organizing this workshop. He wished all participants a safe trip and invited all to the
upcoming C2CoE activities, most likely the first one in Ankara (TUR) on 17-19 April
2012 on the Impact of the Comprehensive Approach on Command and Control.
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